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East Durham College
Job Description

Post Title:				Data Protection Officer		 

Location:				Willerby Grove Campus, Peterlee		

Responsible to:			Vice Principal - Finance & Business Planning	 

Attendance Requirements: 		22.2 hours per week

Salary: 				£35,733 FTE		 


Main purpose: 

To act as the College's appointed Data Protection Officer and lead adviser on data protection, privacy, information governance and regulatory compliance. The postholder will provide impartial advice, oversight, monitoring and assurance to support compliance with UK GDPR, the Data Protection Act 2018, the Data (Use and Access) Act 2025, PECR, Freedom of Information legislation, Environmental Information Regulations, ICO guidance and relevant education sector requirements.

Main duties:

Data Protection Governance and Compliance:
Fulfil the statutory duties of Data Protection Officer under Articles 37-39 of UK GDPR.
Inform and advise the College, senior leaders, governors and staff on data protection obligations and good practice.
Monitor organisational compliance with UK data protection legislation, College policies and procedures.
Lead the development, review and maintenance of data protection policies, procedures, privacy notices and guidance.
Maintain oversight of the College's Records of Processing Activities, retention arrangements and information lifecycle controls.
Horizon scan for legislative, regulatory, ICO and education sector developments and advise the College on required action.
Independence, Reporting and Assurance:
Report administratively to the Vice Principal - Finance & Business Planning.
In undertaking statutory duties, operate independently of operational management and exercise professional judgement without direction.
Maintain unrestricted access to the Principal, Corporation Board, Audit Committee, College Leadership Group and all College records necessary to undertake the role.
Prepare reports and assurance updates for senior leaders, Audit Committee and Corporation Board as required.
Develop and deliver a risk-based annual information governance audit and assurance programme.
Monitor actions arising from audits, investigations, data breaches, DPIAs and regulatory enquiries.
Data Protection Impact Assessments, Projects and Systems:
Advise on, review and monitor Data Protection Impact Assessments for new projects, systems, services and high-risk processing activities.
Embed privacy by design and by default into College projects, procurement, systems implementation and operational change.
Provide advice on data protection risks relating to new technologies, artificial intelligence, automated decision-making, profiling, surveillance, biometrics and learning analytics.
Work with departments to ensure data protection risks are identified, documented and mitigated before processing begins.
Subject Rights and Information Requests:
Lead on all aspects of Subject Access Requests and other individual rights requests, including rectification, erasure, restriction, objection and data portability.
Monitor statutory response times and maintain appropriate evidence of compliance.
Provide specialist advice on complex disclosure issues, exemptions, redactions and third-party information.
Provide oversight and advice in relation to Freedom of Information Act and Environmental Information Regulations requests where required.
Data Breach and Incident Management:
Lead or advise on the investigation, assessment and management of personal data breaches and suspected breaches.
Maintain the College Data Breach Register and ensure lessons learned are documented and implemented.
Assess risk to individuals and advise whether breach notification to the ICO and/or affected individuals is required.
Coordinate notifications to the ICO and affected individuals where required.
Work with Technical Services and cyber security leads on cyber incidents involving personal data.
Third Party Assurance and Data Sharing:
Review and advise on Data Processing Agreements, Information Sharing Agreements and data sharing arrangements with suppliers, contractors, local authorities, awarding organisations, employers, universities and other partners.
Advise on Article 28 processor requirements, supplier due diligence and information governance controls within procurement.
Advise on international transfers, use of cloud services and cross-border processing safeguards.
Support appropriate, lawful and proportionate data sharing for safeguarding, statutory returns, funding, audit and education delivery.
Training and Culture:
Design, coordinate and deliver data protection and information governance training for staff, managers, governors and specialist teams.
Promote awareness of data protection responsibilities across the College.
Provide practical advice and guidance to departments to support compliant day-to-day handling of personal data.
Support a positive culture of accountability, care, confidentiality and continuous improvement.
Other Duties:
Participate in the College Performance Appraisal Development Programme, agree an action plan and undertake required training to update skills and meet the requirements of the role.
Undertake such other duties as may reasonably be required, commensurate with the grade, at the usual place of work or other locations as required from time to time.
Comply with College Policies and Procedures and the Staff Code of Conduct.
Take appropriate responsibility for PREVENT and the safeguarding and promotion of the welfare of children and/or vulnerable adults.
Uphold British Values, the College values and responsibilities with regard to equality, diversity and inclusion.
Understand and adhere to College Health and Safety policies and guidelines, ensuring compliance with statutory legislation and taking responsibility for your own and others' health and safety.
PLEASE NOTE
This is a description of the job as it is at present constituted. This is not an exhaustive task list. It is the practice of the College periodically to examine employees' job descriptions and to update them to ensure that they relate to the job as then being performed, or to incorporate reasonable changes which are proposed. You will therefore be expected to participate fully in such discussions and, where necessary, to assist in updating the job description. The College aims to reach agreement on reasonable changes, but if agreement is not possible, the College reserves the right to insist on changes to the job description after consultation.


Other Duties relevant to all EDC employees


· Participate in the College Performance Appraisal Development Programme, agree an action plan and undertake the required training in order to update skills and meet the requirements of the College and Departmental Strategic Plan and Service Standards.
· Undertake any other duties, appropriate to the grade of the post, as required from time to time.
· Comply with College Policies and Procedures and the Staff Code of Conduct.
· To take appropriate responsibility for PREVENT and safeguarding and promotion of the welfare of children and/or vulnerable adults.
· To uphold British Values, the college values and responsibilities regarding equality and diversity. 
· To understand and adhere to college Health and Safety polices and guidelines ensuring compliance with statutory legislation and taking a responsibility for your own and other’s health and safety.




	Person Specification 

	
	Essential
	Desirable
	Method of assessment

	1) Qualifications/ Training
	

	1.1
	· Degree level qualification or equivalent professional experience.
· Recognised data protection, privacy or information governance qualification, such as GDPR
· Practitioner, IAPP, BCS Data Protection qualification or equivalent.
· Evidence of continuing professional development in data protection, information governance or a related field.


	
	
	Certificates
Application form

	1.2

	· GCSE level standard education or equivalent (maths & English)

	

	
	
Application form

	1.3
	
· Management, audit, compliance, cyber security, records management or project management qualification.
· Further or higher education sector qualification or relevant professional membership.


	
	
	Certificates
Application form

	2) Experience
	

	2.1
	· Experience of working as a Data Protection Officer, Deputy DPO or senior privacy / information governance professional.
· Experience of managing or advising on Subject Access Requests and other individual rights requests.
· Experience of conducting or advising on Data Protection Impact Assessments.
· Experience of managing personal data breaches, maintaining breach records and advising on ICO notification requirements.
· Experience of developing policies, procedures, privacy notices and compliance frameworks.
Experience of delivering data protection training and awareness activities.
· Experience of producing clear reports and recommendations for senior leaders, boards, committees or auditors.
	
	
	Application form
Interview

	2.2
	· Experience of working within the Further Education sector.
· Experience of working in a public sector or regulated environment.
· Experience of working with DfE, Ofsted, awarding organisations, auditors or other public sector bodies.
· Experience of supplier assurance, procurement, data sharing agreements and Article 28 processor controls.
· Experience of information security, cyber incident response, AI governance or technology compliance.
	
	
	Application form
Interview

	3) Skills and Knowledge:

	3.1
	· Comprehensive knowledge of UK GDPR and the Data Protection Act 2018.
· Good knowledge of the Data (Use and Access) Act 2025, PECR, Freedom of Information Act and
· Environmental Information Regulations.
Understanding of ICO guidance, accountability requirements, lawful basis, special category processing, DPIAs, breach reporting and records of processing.
· Strong analytical skills with the ability to interpret legislation and apply it practically.
· Excellent written and verbal communication skills.
Ability to explain complex data protection requirements clearly to non-specialists.
· Ability to provide constructive challenge to senior colleagues and governors.
· High level of accuracy, confidentiality and attention to detail.
Strong IT skills and ability to work confidently with records, systems and compliance information.
	
	
	Application form
Interview

	3.2
	· Knowledge of FE / public sector governance and education data flows.
· Knowledge of safeguarding data sharing, learner records, HR records, MIS, funding returns and audit requirements.
· Knowledge of Microsoft 365, SharePoint, Teams, data retention tools or similar systems.
· Knowledge of AI governance, automated decision-making, profiling and emerging technology risk.
	
	
	Application form
Interview

	4) Attributes / Other Requirements:
	

	4.1
	Reliability / Trust / Professionalism - Ability to carry out the role with professional integrity in line with EDC values and behaviours

	
	
	Interview

	4.2
	Communication - Ability to communicate clearly and effectively to all levels, both verbally and in writing.

	
	
	Interview

	4.3
	Working individually or as a team - Ability to work independently and as part of a team under minimal supervision.

	
	
	Application Form / Interview

	4.5
	Driving - Full UK Driving License and / or access to a vehicle (if applicable).

	
	
	Application Form 

	4.6
	· Personal integrity and sound judgement.
Ability to train staff, managers and governors on data protection and information governance matters.
· Ability to operate independently and objectively as Data Protection Officer.
· Ability to work well with others, sharing ideas and supporting continuous improvement.
· Confidence to challenge appropriately and escalate concerns when required.
· Ability to manage competing priorities and meet statutory deadlines.
· Proactive, approachable and customer-focused approach.
· Commitment to safeguarding and suitability to work with children and/or vulnerable adults.
Willingness to undertake training commensurate with the post.
· Current and valid UK driving licence with use of own vehicle for College business or independently mobile.
	
	
	Interview
Application form

	4.7
	· Experience of developing a positive compliance culture across multiple departments.
	
	
	Interview
Application form
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